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Comstice WebRTC Gateway

Turn WebRTC Sessions to SIP Endpoints to make and receive
PSTN calls

Comstice WebRTC Gateway helps WebRTC sessions to be converted to SIP
and reach out to the company's enterprise telephony and the PSTN without
installing anything on the user side. It runs on-premises or in your private

cloud.

No Installation Needed

WeDbRTC standard helps users to utilise any modern web browser including
Microsoft Edge to make and receive voice and video calls as well as screen
sharing on the browser.

Mobile Softphone Apps

Modern mobile softphones use WebRTC. MS Teams, WhatsApp etc. all utilise
WebRTC on the client side and convert to SIP on the network if needed.
Comstice offers Mobile Softphone App with many configurable enterprise
features.

Supports Cisco CUCM and Avaya CM

All Comstice Webphone scenarios support Cisco CUCM and Avaya CM
integrations. WebRTC sessions can register to Cisco CUCM and Avaya CM
directly or integrate with them through Comstice SBC running on your
network.

Top Seven Use Cases for WebRTC

e Comstice Agent Webphone

o Comstice Agent Web Portal

e CRM Webphone for Salesforce, ServiceNow and Microsoft Dynamics
o Comstice Mobile Softphone app

e Customer Click to Call for calling contact center

e Enterprise Webphone App

¢ Contact Center Video Calling



Comstice Agent Webphone

Comstice offers Agent Webphone. It can be in the form of

e pop-up webphone

e agent web portal
o Webphone as a browser extension
e CRM Webphone

Agent Webphone Pop-Up

Webphone format we have here can be packaged as a pop-up window or a
docked panel on an internal company website or the CRM platform.
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Comstice Agent Web Portal

Comstice Agent Web Portal offers a complete feature set including access to

shift schedules, team calendar, performance reports, inbound agent

webphone outbound agent webphone and all other features agent needs to

access, including contact information pop-up using the CRM data.
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Comstice Mobile Softphone App

Comstice Mobile Softphone app helps to login as an enterprise user or
contact center agent, make and receive VolIP calls from the mobile devices.

Comstice Mobile Softphone also supports SMS and customer chat scenarios.
It also accesses the CRM contacts and tasks.
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Customer Click to Call

Comstice Webphone can also be used by the customers for calling the
business from their website. Customers first check their Internet speed using
the tester based on packet loss, delay and latency.Click to call eliminates the
VR menus and sends the call directly to the queue.
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Integration with Avaya

Comstice Webphone can be integrated with Avaya CM and Session Manager.
WeDbRTC sessions can register directly to Avaya Session Manager or they can

be registered to Comstice SIP SBC and then access toSession Manager via
SIP trunk.

Webphone also integrates with Avaya AES for agent login, state changes and
call control features. Using Comstice REST APIs for AES, agent can login,
change states, control calls via AES for the full contact center monitoring and
reporting.
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Integration with Cisco

Comstice Webphone can be integrated with Cisco CUCM. WebRTC sessions

can register directly to Cisco CUCM or they can be registered to Comstice SIP
SBC and then access to Cisco CUCM via SIP trunk.

Webphone also supports Cisco Finesse REST APIs. Using HTTPS APls, agent
can login, change states, control calls via Finesse for the full contact center
monitoring and reporting.
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Cybersecurity Challenges

Comstice Webphone works securely without any VPN required. You may get
pushbacks from your Cybersecurity team such as;

e "If we open a portin our firewall, we will get attacked"
e "Application-level hacks can compromise our customer data"
e "Our internal applications may get affacted”

Application-level risks are mitigated by single sign-on with multi-factor
authentication and time-limited IP whitelisting for the remote user. But this
"we will get attacked"” threat stops many businesses.

Demystifying DDoS Attacks

Attacks referred are the distributed denial of service attacks; sending extreme
amount of connection requests to exhaust your network. Let's see how real
they are, what machanisms you already have and how you can test and
mitigate risks

1. You can get attacked at anytime

This idea of "If you open a port, they will attack your network" is not reflecting
the reality. Today, even AWS and Microsoft Azure can get attacked and
brought down. That's why organizations create a layered mitigation structures
and it starts from the service provider level.
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Cybersecurity Challenges -

2. Your Standard Firewall has limits

Firewalls have a limit of handling the maximum number of packets per
seconds. If it gets data levels beyond that, it will struggle and may go down.
That's why many businesses use tiered firewall levels i.e. external and DMZ.
Also application firewalls and load balancers are used to distribute the packet
analysis load from the standard firewalls to them. Finally, your organisation
may have Intrusion Detection / Intrusion Prevention solutions, either on-site or
as a service from CloudFlare or similar providers. This helps to apply
additional methods such as rate limiting, data blackholing (instead of denying
packets, routing them to a null destination)

3. Your Business Should Have DDoS Tests Done Quarterly

You should work with a third-party testing company to review DDoS
mitigation points every three months. Attack methods and other DDoS
mitigation technologies change very rapidly. Quarterly audits will help to stay
up to datr. Comstice recommends SafeDash (https://safedash.co.uk) as an
independent testing partner.

4. Comstice apps can whitelist user IPs during the shift

Once the user is authenticated in the Comstice applications or CRM
platforms, Comstice can whitelist the browser session and the IP address of
the remote user for 8-10 hours. This helps to have additional security on top
all all the security measures described above.



Comstice Webphone, MS Teams,

Cisco Jabber

Here is a quick comparison about Comstice Webphone versus Microsoft
Teams and Cisco Jabber.

Features Cisco Jabber MS Teams Comstice
Webphone

Registered to Yes No Yes

Cisco CUCM ?

Browser-Based? | No Yes Yes

No installation No Yes Yes

on user PC

Can work inside ' No No Yes

CRM pages?

Offers APlIs for No Yes Yes

Web apps?

Works with No Yes Yes

standard firewall

On-Premises? Yes No Yes
CUCM Yes No Yes
Telephony

Features

Name lookup No No Yes

for incomig calls



